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GENERAL POLICY 
It is the policy of the MegaCorp to provide authorized staff members with the means to access external computer resources. An external computer resource is defined as any electronic, computer-accessible service that is made available by a non-MegaCorp service provider, private or public. These resources generally include the Internet, electronic bulletin board services (BBS), providers of electronic reference material, etc. 

External computer resource usage is limited to official, Board-related business activities. Approved access to these resources is restricted to authorized personnel only. Board staff members who utilize these resources are expected to do so in accordance with the policies and guidelines described herein. 

ROLES AND RESPONSIBILITIES
The Information Management Branch (IMB) of MegaCorp's Administration Division has overall responsibility for providing access to approved, external computer resources. Upon request, IMB will evaluate newly proposed resources and make recommendations regarding their use. If the use of a new external resource is approved, IMB will procure the required hardware and software components, install them as necessary, provide access to authorized staff members, and support the external resource users as appropriate. 

Managers and supervisors are responsible for approving requests for access. They must also monitor the activities of their staff members to ensure that external computer resources are used in a manner that is consistent with this policy.

Individual staff members are personally accountable for their activities in using any external computer resource. Each person is responsible for ensuring that he/she is familiar with this policy and agrees to abide by its requirements. Violation of any of the above rules may result in the revocation of access without notice and, depending on the violation that occurred, could result in legal action. Violation of Federal or State law may result in fines and/or imprisonment. 

REQUEST FOR ACCESS
In order to provide a prudent level of control over access to external computer resources, access to such services must be fully justified based upon identified MegaCorp business requirements. Staff members should use an IMB Service Request form to document a request for access. The Service Request must be approved by the requestor's immediate supervisor, Branch Manager, and Division chief before access will provided. 
GUIDELINES
General Use: External computer resources must be used in a manner that is consistent with MegaCorp business practices. Staff members are to use external resources only for the purpose of conducting official business. Services and content that are not directly related to business requirements should be avoided. 

Protected Material: Special care must be taken with externally available material that is or may be protected by copyright, patent, or license. In general, copying or downloading such material should be avoided, as doing so may be in violation of Federal or State law. Staff members should assume that all external content is the property of the provider unless otherwise indicated. If the owner of protected material makes it available to the public, then the material must be retrieved and used in a manner that fully complies with the owner's rights and/or restrictions (stated or implied). 

Executable Computer Programs: Computer programs of any kind should not be downloaded from an external source without prior approval from IMB. Such programs may (accidentally or deliberately) cause or allow computer viruses to be introduced into the MegaCorp network. In addition, these programs may not be compatible with the company's computer environment. 

MegaCorp Electronic Material: The Public Affairs Office must review and approve any electronic material (text, files, etc.) that is to be transmitted to or made available to an external computer resource. This includes (but is not limited to) electronic mail (E-mail) messages and attachments, newsgroup postings, and material that is published on the MegaCorp Internet web site. Staff members are prohibited from transmitting or making available anything that is confidential, sensitive, or proprietary to the Company or any of its business partners, clients, associates, or employees. Staff members may not transmit or make available any material that could be interpreted as an official position, commitment, comment, or offer of MegaCorp.

EXAMPLES OF ACCEPTABLE AND UNACCEPTABLE USES OF THE INTERNET
Requirements on the use of the Internet and distribution of information via the Internet are clearly defined in the above policy. Specific examples of acceptable and unacceptable use are listed below: 

Acceptable Use: All traffic originating from MegaCorp or connected via MegaCorp shall be for the purposes of, or in support of the company's affairs. All uses/users of facilities shall: 

· Be consistent with the purposes and goals of the network. 

· Avoid interfering with the work of other users of the network. 

· Avoid disrupting the network host systems. 

· Avoid disrupting network services. 

· Respect the legal protection provided by copyright and license to programs and data. 

· Respect the integrity of computing systems. 

· Respect the privacy of other users. 

· Assume that information and resources accessible via the Internet are private unless specifically stated otherwise by the owners or holders of rights. 

Unacceptable Use: The following is a list of other unacceptable uses of external computer resources: 

· Violating Federal or State laws. 

· Transmitting threatening or harassing materials. 

· Transmitting or receiving obscene materials. 

· Transmitting confidential information without appropriate controls. 

· Interfering with or disrupting network users, services, or equipment (i.e., distributing "chain letters" that would cause congestion of the network or otherwise interfere with the work of others). 

· Making unauthorized entry to any external service, machine, or account without the service provider's approval. 

· Making unauthorized entry to other computational, information, or communications devices or resources. 

· Unauthorized, intentional seeking of information on, or obtaining copies of password files or passwords belonging to others. 

· Duplicating copyrighted and licensed software unless it is explicitly stated that it may be done. 

· Distributing unsolicited advertising. 

· Propagating computer worms or viruses. 

· Developing or executing programs intentionally designed to harass other users or infiltrate a computer or computing system and/or damage or alter the software components of a computer or computing system. 

· Making statements that can be interpreted as official positions, commitments, or offers of CIWMB when they are personal opinions. 

